AMENDED AND RESTATED INDEPENDENT CONTRACTOR AGREEMENT
FOR COVID-19 TESTING SERVICES - DOCTORNOW

THIS AMENDED AND RESTATED INDEPENDENT CONTRACTOR
AGREEMENT FOR COVID-19 TESTING SERVICES (“Amendment”) is made and entered
into this 23" day of August, 2021 (“Effective Date”) by and between the Santa Monica-Malibu
Unified School District of Los Angeles County, a public school district organized and existing
under the laws of the State of California (“District” or “SMMUSD”), and DoctorNow, a
California corporation with a business address of 9335 Reseda Boulevard, Suite 100, Northridge,
California 91324-2968 (“Contractor”). District and Contractor may be individually referred to
herein this Amendment as a “Party” or may be collectively referred to as the “Parties.”

RECITALS

WHEREAS, the Contractor is a California corporation with a principal place of business
at 9335 Reseda Boulevard, Suite 100, Northridge, California 91324-2968, engaged in performing
medical testing, analytical evaluation, reporting, and other scientific and regulatory consulting
services;

WHEREAS, the District is authorized by Government Code section 53060 to contract with
and employ an independent contractor specially trained to perform special services required;

WHEREAS, the Contractor represents that it is specially trained, experienced, and
competent to perform the special services pursuant to this Amendment;

WHEREAS, the District seeks to retain Contractor to coordinate, administer, and process
COVID-19 tests and sample collection for tests with laboratory and medical oversight provided
by Contractor;

WHEREAS, Contractor shall provide COVID-19 testing services to District students, and
others designated by the District (collectively, “Participants”), at one or more District sites;

WHEREAS, the Parties entered into that certain Independent Contractor Agreement for
COVID-19 Testing Services (“Original Agreement”; collectively with this Amendment,
“Agreement”) on September 1, 2021, subject to authorization by the District’s Board of
Education;

WHEREAS, the Parties seek to amend and restate that Original Agreement to modify and
update certain terms and provisions of said Original Agreement, as more fully set forth herein; and

NOW, THEREFORE, for and in consideration of the Recitals above and the mutual
covenants and conditions set forth herein, the Parties hereby agree as follows.
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AGREEMENT

1. Term of Agreement. The term of this Agreement shall be from August 23, 2021 to
December 31, 2021 (“Term”), unless terminated earlier in accordance with the terms
herein.

2. Type of Services; Contractor Duties. Contractor shall provide medical services to the

District and the Participants, as further set forth in the Contractor’s Services and
Procedures, attached hereto as Exhibit “A” and incorporated herein by this reference, and
in accordance with the terms and conditions contained herein.

3. Payment by the District. The District shall pay the Contractor at the rate of Twenty-Five
Cents ($0.25) per test, not to exceed a total of Five Thousand Five Hundred Dollars
($5,500) per month for all tests and various COVID-19 testing expenses.

a. The Contractor shall submit a detailed, itemized invoice to the authorized District
representative monthly, on a form furnished by the District, certifying that
Contractor has personally performed the services required. Invoice must state
Agreement number in order to receive payment.

b. The Contractor shall assume all expenses including, but not limited to, travel
expenses, incurred by Contractor in performance of this Agreement, unless
otherwise expressly authorized by the District herein.

4. Authorized Expenses. No expenses authorized.

5. Coordination. The District will provide informed consent documentation to Participants
through the SMMUSD Covid-19 Testing Program Provided by DoctorNow consent pages
(“Consent Form”), which may include information regarding data privacy,
confidentiality, government disclosure requirements, and a release of health information.
The District may also require Participants to register through a secure system and provide
demographic, brief health history information, current symptoms, and information on
exposure to individuals diagnosed with COVID-19. As necessary for Contractor’s
performance of services, and in accordance with applicable law, including but not limited
to the health and safety emergency exception to the Family Educational Rights and Privacy
Act (“FERPA”) at 20 U.S.C. § 1232¢g (34 CFR Part 99), Contractor will be accessing the
data that the District gathers on the District’s website for testing, and Contractor will also
be corresponding with the group health insurers of students’ parents for billing purposes.

6. Liability. The District shall not be liable to the Contractor for personal injury or property
damage sustained by the Contractor in the performance of this Agreement, whether caused
by the District, its employees, Participants, or pupils, or by any third persons. The District
is not responsible for any property left or placed by Contractor on the District’s premises.

7. Independent Contractor Not an Officer, Employee, or Agent of District. While
engaged in the performance of this Agreement, the Contractor is an independent contractor
and is not an officer, employee, or agent of the District. Nothing in this Agreement shall
be deemed to create an employment or agency relationship between the Parties.

Student Services/Health Services 2
Account No.: 01-0-58700-0-11100-3900-5802-040-2400



8. Indemnification. In lieu of insurance coverage, Contractor agrees to defend, indemnify
and hold harmless the Santa Monica-Malibu Unified School District, its officers, agents,
employees, elected and appointed officials, and volunteers from and against any and all
claims including active and passive claims, losses, costs, attorney fees and expenses arising
out of any liability or claim of liability for personal injury, bodily injury to person or death,
contractual liability and damage to property sustained or claimed to have been sustained
arising out of the acts, errors or omissions of Contractor, its subcontractors or those of any
of its officers, agents or employees, whether such act is authorized by this Agreement or
not. District assumes no responsibility for any property placed on the premises. Contractor
further agrees to waive all rights of subrogation against the District. The preceding
provisions do not apply to any damages or losses caused by the sole negligence or willful
misconduct of the District or any of its officers, agents or employees.

9. Insurance.

a. General Liability Insurance. During the entire Term of the Agreement and any
extension or modification thereof, Contractor shall maintain insurance or a program
of self-insurance acceptable to the District in its sole discretion, providing general
liability insurance to cover Contractor’s activities with a minimum Combined
Single Limit for bodily injury, personal injury, and property damage as required:
One Million Dollars ($1,000,000). General Liability shall include Sexual
Molestation Defense Liability.

b. Professional Liability/Errors and Omissions. During the entire Term of the
Agreement and any extension or modification thereof, Contractor shall maintain
insurance acceptable to the District in its sole discretion, to cover Contractor’s
activities with a minimum Combined Single Limit of One Million Dollars
($1,000,000).

c. Automotive (Owned and Non-Owned). During the entire Term of the Agreement
and any extension or modification thereof, Contractor shall maintain insurance
acceptable to the District in its sole discretion, to cover Contractor’s activities with
a minimum Combined Single Limit for automobile operations, bodily injury,
personal injury, and property damage as required by District: One Million Dollars
($1,000,000).

d. Cyber Liability Insurance and Indemnity. Contractor shall obtain and maintain for
the Term of this Agreement Cyber Liability Insurance with limits of not less than
Two Million Dollars ($2,000,000) aggregate including but not limited to coverage
for claims involving security and privacy violations, information theft, damage to
or destruction of electronic information, intentional and/or unintentional release of
information, business interruption, cyber extortion and corruption, and denial of
service.

e. No later than the Effective Date of the Agreement, Contractor shall provide District
with a Certificate of Insurance and an original endorsement naming in Contractor’s
Certificate Holder Section: “Santa Monica-Malibu Unified School District, its
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10.

11.

12.

13.

14.

members, officers, employees, agents, contractors and volunteers, the Santa
Monica-Malibu Unified School District Board of Education, its members, officers,
employees, agents, contractors and volunteers. 1651 Sixteenth Street, Santa
Monica, CA 90404” as additional insured on all required policies including:

i. A provision for thirty (30) calendar days’ written notice to the District
before cancellation, suspension, or reduction in coverage or limits.

ii. The certificate shall also provide that the District’s self-insurance and
insurance programs shall be non-contributory.

iii. Insurance Certificate shall state the services and site to which the insurance
coverage applies.

f. Worker’s Compensation. Contractor agrees to carry worker’s compensation
insurance acceptable to the District in its sole discretion at a limit determined by
the Labor Code of the State of California and Employer’s Liability insurance in the
amount of One Million Dollars ($1,000,000) or its current limit of each, whichever
is greater. Proof of such coverage shall be furnished by Contractor prior to the
commencement of this Agreement.

Other Requirements. All individuals under this Agreement are required to comply with
and provide requisite documentation in accordance with all applicable law and District
policies regarding tuberculosis testing, fingerprinting, and criminal background checks.

Assignment of Agreement. Contractor shall not assign, transfer, or subcontract any of its
rights, burdens, duties, or obligations under the Agreement without the prior written
permission of the District.

Americans with Disabilities Act. It is the policy of the District to comply with all relevant
and applicable provisions of the Americans with Disabilities Act. All
organizations/individuals providing services under contract to the District must agree to
provide services in a nondiscriminatory manner consistent with the Americans with
Disabilities Act.

Anti-Discrimination. The District’s Board has adopted an Affirmative Action Program
for equal employment opportunities of all District contracts. The Contractor shall
familiarize itself with these requirements and is to consider them as a binding part of this
Agreement.

Governing Law. The Parties agree that this Agreement is entered into and will be
construed, interpreted, and governed by the laws of California, without regard to choice of
laws principles. Exclusive venue for any and all disputes, claims, or actions arising out of
or relating to this Agreement will be the courts of Los Angeles County, California.
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15. Adherence to all Local, State, and Federal Requirements.

a. The Contractor shall adhere to all applicable federal, state, and local laws, codes,
and ordinances, including but not limited to those promulgated by California
Division of Occupational Safety and Health (“Cal/OSHA”), Occupational Safety
and Health Administration (“OSHA”), Environmental Protection Agency
(“EPA”), the California State Department of Health Services, Cities of Malibu and
Santa Monica Health Departments, and all applicable health and safety
requirements for COVID-19 testing. With respect to any patient or medical record
information regarding Participants, the Parties will comply with all federal and state
laws and regulations, and all bylaws, rules, regulations, and policies of Contractor
and District, regarding the confidentiality of such information, including, without
limitation, all applicable provisions of the Health Insurance Portability and
Accountability Act of 1996 (“HIPAA”) and any and all regulations and
requirements thereunder, as they may be amended or promulgated from time to
time. The Parties shall also comply with all applicable student data privacy laws
and medical information laws, including but not limited to HIPAA, FERPA, the
Children’s Online Privacy Protection Act (“COPPA”) at 15 U.S.C. § 6501-6506
(16 CFR Part 312), in the handling and reporting of testing data.

b. In accordance with applicable laws and regulations and the Student Data Privacy
Agreement entered into between the Parties, Contractor agrees:

i. Contractor shall maintain personally identifiable student information and
other regulated data only to the extent necessary to provide the services
during the Term of the Agreement.

ii. Contractor shall not personally, nor permit any subcontractor or sub-
processor to, monetize or mine any personally identifiable student
information and other regulated data in any manner whatsoever.

iii. Any and all labs, subcontractors, and sub-processors employed by
Contractor shall comply with the terms of this Agreement.

16. Alcohol-Free, Drug-Free, and Smoke-Free Facilities. The District has declared that it
is in the best interest of the District, its students and employees, and the public, to prohibit
the use of alcohol, illegal drugs, and tobacco products within all District facilities, on all
exterior grounds when pupils are on site, and in all District vehicles. ( Board Policy 4020.)
Contractors, subcontractors, and their respective employees are therefore not permitted to
use, consume, or work under the influence of any alcohol, illegal drugs, or tobacco products
while on District property.

17.  Termination of Agreement. The Parties may terminate the Agreement at any time for any
reason including, but not limited to, loss of funding for the Agreement. The termination
of Agreement shall be in writing, with thirty (30) days’ notice. The District shall
compensate the Contractor for services performed through the date of termination. Upon
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18.

19.

20.

21.

22.

termination, the District may request that Contractor return or destroy any personal medical
information in its possession that it is not required by law to maintain.

Prevailing Wages. The Contractor and any subcontractor shall not pay less than the
specified prevailing rates of wages to all workers employed by them in the execution of
the Agreement as required by law.

Taxes. Contractor shall be liable and solely responsible for paying all required taxes and
other obligations including, but not limited to, federal and state income taxes and social
security taxes payable in connection with the Agreement. Contractor agrees to indemnify,
defend, and hold the District harmless from and against any worker’s compensation or
other tax liability which the District may incur to any federal or state governments with
jurisdiction as a consequence of the Agreement. All payment made to Contractor shall be
reported to the Internal Revenue Service.

Head Start Project Requirement/Regulation. Los Angeles County Office of Education
Contract for Operation of Head Start / Early Head Start Program (C:12243;11:12). 17.
ACCESS TO RECORDS/SITES. LACOE, HHS, the Comptroller General of the United
States, or any of their duly authorized representatives, including any LACOE monitor or
independent auditors, shall have the right to immediate, unannounced and unrestricted
access to any Early Head Start / Head Start / State Preschool books, documents, papers,
classrooms, and records of the DA or any other related documents associated with these
programs or its transactions or which may affect the program operations whether funded
by these programs or by other funds held by the agency, or a contractor, subcontractor, or
financial institution, etc. of the DA when such records are determined by any of them to be
pertinent to the project for the purpose of making audits, examinations, photocopies,
excerpts, or transcripts. Such access shall be granted by the DA, and any contractor
employed by the DA, at such reasonable times as may be determined by the Parties
specified herein. This right to access exists as long as the records are retained, which may
exceed the required retention period or Term of the Agreement.

Post-Retirement Earnings. I have read, understand, and will comply with Employing
CalSTRS, Education Code section 22461, and CalPERS, Government Code section 21220,
for retirees working as an independent contractor or as an employee of a third party. Is/are
there any employees providing services who are retirees of CalSTRS or CalPERS?

O] Yes, O] CalSTRS O] CalPERS, or No

If yes, Contractor will provide an Excel spreadsheet at time of invoicing with the following
information:

CalSTRS / CalPERS | Social Security Accrual Hourly Hours Amount
Employee Name Number Period Pay Rate Worked Earned
Worked and Paid

Additional Documents. Each of the Parties hereto agrees to execute such other documents
as may be reasonably necessary to effectuate the purposes of this Agreement.
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23.

24,

25.

Access to Books and Records.

a. To the extent required by applicable law, Contractor shall keep and maintain
records, books of account, and other data (but excluding any and all samples that
are the subject of the services, whether tested in whole or in part) necessary for
the proper administration of this Agreement. Contractor shall keep and maintain
such documentation for three (3) years after the expiration or termination of this
Agreement.

b. If the value or cost of services rendered by the Contractor pursuant to this
Agreement is Ten Thousand Dollars ($10,000) or more over a twelve (12) month
period, in accordance with section 1861(v)(1)(I) of the Social Security Act, if
applicable, Contractor agrees that for at least four (4) years after the furnishing of
such services, Contractor will, upon written request, make available to the Secretary
of the United States Department of Health and Human Services, the Comptroller
General of the United States, or their respective duly authorized representatives,
such books, documents, and records as may be necessary to certify the nature and
extent of the cost of such services.

c. The Parties recognize that as a public agency, the District may be compelled to
produce records according to the California Public Records Act (Government Code
Section 6250 et seq.) (“PRA”) or other applicable local, state, or federal law
(“Public Disclosure Laws”).

Referrals. The Parties acknowledge that none of the benefits granted to District,
Contractor, or any third party, including any physician, are conditioned on any requirement
that District or any such third party make referrals to, be in a position to make or induce
referrals to, or otherwise generate business for Contractor or its affiliates.

Notices. All notices and other communications given hereunder will be in writing. Notices
will be effective when delivered, if delivered personally. Otherwise, they will be effective
when sent to the Parties at the addresses listed below, as follows: (i) on the business day
delivered (or the next business day following delivery if not delivered on a business day)
if personally delivered or sent by overnight delivery courier; (i1) the next business day after
transmission by confirmed electronic mail, facsimile or electronic means; or (iii) three (3)
business days after mailing if mailed by registered or certified U.S. mail, postage prepaid
and return receipt requested to the address listed below:

IF TO CONTRACTOR:
DoctorNow

ATTN: Michael Anvar

9335 Reseda Boulevard, Suite 100
Northridge, CA 91324-2968
Phone: (866) 215-7781

Email: manvar@mydoctornow.net
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28.

29.

30.
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IF TO DISTRICT:

Santa Monica-Malibu Unified School District
ATTN: Mrs. Tara Brown

Director of Student Services

1651 16th Street

Santa Monica, CA 90404

Phone: (310) 450-8338 ext. 70217

Email: tbrown@smmusd.org

Any person or entity may change the address or number to which notices are to be delivered
to him, her or it by giving the other persons or entities named above notice of the change
in the manner set forth above:

Headings. The headings contained in this Agreement are for reference purposes only and
will not affect the meaning or interpretation of this Agreement.

Severability. If any provision of this Agreement is held invalid or unenforceable by any
court of competent jurisdiction, the other provisions of this Agreement will remain in full
force and effect. Any provision of this Agreement held invalid or unenforceable only in
part or degree will remain in full force and effect to the extent not held invalid or
unenforceable.

Force Majeure. No liability hereunder will result to either Party by reason of delay or
inability in performance caused by circumstances beyond its reasonable control, including,
without limitation, acts of God, acts of governmental authority, fire, flood, war, terrorism,
civil unrest, labor unrest, shortage of or inability to obtain material or equipment,
government orders or guidelines, illness, or disease.

Entire Agreement. This Agreement and its Exhibits hereto constitute the complete
agreement between the Parties with respect to the subject matter hereof, superseding and
replacing all prior agreements, communications, and understandings (written and oral)
regarding its subject matter. Any ambiguity in this Agreement shall be resolved in favor of
the meaning that permits the Parties to comply with applicable law and any current
regulations promulgated thereunder. Any failure of a Party to exercise or enforce any of
its rights under this Agreement shall not act as a waiver of such rights.

Amendments; Modifications. Any amendments, modifications, or changes to this
Agreement or the services hereunder may only be made if agreed to in writing and executed
by the authorized representatives of the Parties.

Construction. The Parties have participated mutually in the negotiation and drafting of
this Agreement. In the event that an ambiguity or question of intent or interpretation arises,
this Agreement shall be construed as if drafted mutually by the Parties and no presumption
or burden of proof shall arise favoring or disfavoring any Party by virtue of the authorship
of any provision of this Agreement.
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32. Counterparts. This Agreement may be executed in one or more counterparts, each of
which will be deemed an original and all of which, when taken together, will constitute one
and the same instrument.

33.  Authority to Enter into Agreement. Each Party hereby represents and warrants that it
has the power and authority to enter into this Agreement.

34.  District Board Approval. The Agreement shall become effective upon approval or
ratification by the District’s Board of Education.

IN WITNESS WHEREOF, the Parties have executed this Amendment as of the Effective Date.

DOCTORNOW

Signature

Name

Title

Date

SANTA MONICA-MALIBU UNIFIED SCHOOL DISTRICT

%uw. &JM &wu

Signature

Tara Brown
Name

Director of Student Services
Title

9/20/2021
Date
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EXHIBIT “A”

Contractor’s Services and Procedures

1. Contractor’s services under the Agreement shall include:
a. General Protocols and Procedures.
i. Contractor shall perform the services in a manner consistent with that

degree of care, skill, and diligence as is ordinarily exercised by a
professional laboratory testing contractor under similar conditions and
circumstances, and each individual whom Contractor intends to engage to
perform the services will possess the qualifications, licenses, skills, and
experience needed to perform such services.

ii. In performing the services, Contractor will be responsible for the
professional quality, technical accuracy, completeness, and coordination of
all tests, analyses, and reports performed, conducted, or prepared by or on
behalf of Contractor as part of the services. Contractor shall use reasonable
commercial efforts in a diligent manner to perform the services on a timely
basis. Contractor shall have sole control and discretion over the means,
methods, techniques, equipment, sequences, and procedures it uses to
perform the services, without having to confer with, or obtain the consent
or approval of, the District.

b. Number and Type of Tests. Contractor shall provide all necessary supplies,
shipping/logistics, sample processing, PPE, and professional collection services.
Contractor shall collect, test, and process PCR COVID-19 tests under the
Agreement. Contractor will conduct a PCR COVID-19 test collected via either (i)
an Anterior Nares nasal swab that is self-administered by the participant unless the
Contractor is directed otherwise; or (ii) a saliva sample. Contractor recommends a
new specimen be collected if the first COVID-19 test generates indeterminate
results.

c. Testing Locations. Contractor shall provide the COVID-19 testing services for the
following locations/staff: CDS Site staff, FUD staff, John Adams Middle School,
Lincoln Middle School, Santa Monica High School, Special Ed. Preschool staff and
respective Music Teacher staff. Contractor to be provided onsite materials,
including but not limited to, registration tables, chairs, tents, trashcans, and other
items necessary to diligently and prudently perform its services. Staffing will range
from 8 to 12 employees onsite, depending on the anticipated testing volume.

d. Testing Requisition Form Requirements. Participant must provide Contractor with
all information expressly required for state reporting, including all information set
forth in the SMMUSD Covid-19 Testing Program consent pages. In the event that
additional information is expressly required for state reporting, Contractor must
provide District with written notification of the additional information request.
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e. Testing Procedures:; Samples.

ii.

il

iv.

Contractor will conduct a PCR COVID-19 test collected via either (i) an
Anterior Nares nasal swab that is self-administered by the participant unless
the Contractor is directed otherwise; or (ii) a saliva sample. Samples will be
processed in Contractor’s state-licensed lab, or partner lab if necessary. Test
results will be available within 24 to 48-hours of test administration. In the
event of an indeterminate test, Contractor will re process a participant’s test.

While in Contractor’s control or possession and while not undergoing
testing, Contractor shall store all samples in accordance with Contractor’s
policies in effect, which may be modified from time to time.

In accordance with applicable federal and state law, Contractor will retain
all samples following completion of the relevant services for at least two (2)
days, depending on the nature of the relevant services. If District desires
for Contractor to retain any samples for a longer period of time, such longer
period of time must be agreed to by the Parties in writing.

District may request that Contractor re-perform any services completed,
review the substance and accuracy of any related work product produced by
or on behalf of Contractor hereunder, or correct any inaccuracies or errors
in any such services and/or work product (collectively, “Additional
Work”); provided, that District will have submitted such request to
Contractor in writing, setting forth in reasonable detail the basis of District’s
request. If District submits any such written request to Contractor,
Contractor will, within a commercially reasonable period of time, perform
the Additional Work requested to the extent deemed necessary, advisable,
or appropriate by Contractor, in its sole discretion. The District will be
charged for the Additional Work performed by Contractor, at Contractor’s
rate as set forth in this Agreement.

The Contractor may also be required to retain samples upon notification by
a governing regulatory authority of its intent to undertake an investigation
and/or inspection of the services being performed under this Agreement
and/or the samples that are the subject of such services. If Contractor is
subject to such investigation and/or inspection, Contractor will, to the extent
permitted by applicable law, notify District thereof within a commercially
reasonable period of time or as otherwise required by applicable law. The
Parties shall comply with any such investigation and/or inspection,
including but not limited to any retention of samples designated by the
regulatory authority, in accordance with applicable law. Upon the
completion of any regulatory investigation, Contractor will provide the
District with a copy of any report of the regulatory authority’s findings
made available to Contractor by the relevant regulatory authority, but only
to the extent such report relates to services performed under this Agreement
and to the extent permitted by applicable law.
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vi. After the retention time set forth above has expired, Contractor shall retain
sole responsibility for proper disposal of the samples.

f. Reporting. In accordance with applicable federal, state, and local laws, including
but not limited to requirements set forth by the California Department of Public
Health, Contractor and/or District shall provide required disclosures of a positive
test to state and local health departments. Additionally, Contractor will report all
positive test results to the respective participant and/or participant’s authorized
guardian and the appropriate SMMUSD staff members, as directed by SMMUSD
personnel. Negative test results will be communicated to the respective participant
and/or participant’s authorized guardian in the event said participant and/or
participant’s guardian requests the result.. The District will provide any required
notification of exposed persons on a school campus, as directed by state and local
health departments.

g. Scheduling and Communications. Contractor and District will co-manage
employee scheduling and communications.

174-5/6184480.1
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STANDARD STUDENT DATA PRIVACY AGREEMENT

CA-NDPA Standard
Version 1.0 (10.25.20)

SANTA MONICA MALBIU UNIFIED SCHOOL DISTRICT

and

DoctorNow

8/13/2021



This Student Data Privacy Agreement (“DPA”} is entered into on the date of full execution {the “Effective Date”)
and is entered into by and between:

SANTA MONICA MALBIU UNIFIED SCHOOL DISTRICT , located at 1651 16th Street, Santa Monica, CA 90404
(the “Local Education Agency” or “LEA”) and
DoctorNow , located at 9335 Reseda Blvd. Suite 100A Northridge, CA 91324

{the “Provider”}.
WHEREAS, the Provider is providing educational or digital services to LEA.
WHEREAS, the Provider and LEA recognize the need to protect personally identifiable student information
and other regulated data exchanged between them as required by applicable laws and reguiations, such as the
Family Educational Rights and Privacy Act (“FERPA”} at 20 U.S.C. § 1232g (34 CFR Part 99);
the Children’s Online Privacy Protection Act {(“COPPA”) at 15 U.S.C. § 6501-6506 (16 CFR Part 312), applicable
state privacy laws and regulations
and
WHEREAS, the Provider and LEA desire to enter into this DPA for the purpose of establishing their respective
obligations and duties in order to comply with applicable laws and regulations.
NOW THEREFORE, for good and valuable consideration, LEA and Provider agree as follows:
1. A description of the Services to be provided, the categories of Student Data that may be provided by LEA
to Provider, and other information specific to this DPA are contained in the Standard Clauses hereto.

2. Special Provisions, Check if Required
If checked, the Supplemental State Terms and attached hereto as Exhibit “G" are hereby
incorporated by reference into this DPA in their entirety.

If Checked, the Provider, has signed Exhibit “E” to the Standard Clauses, otherwise known as
General Offer of Privacy Terms

3. Inthe event of a conflict between the SDPC Standard Clauses, the State or Special Provisions will control.
In the event there is conflict between the terms of the DPA and any other writing, including, but not
limited to the Service Agreement and Provider Terms of Service or Privacy Policy the terms of this DPA
shall control.

4, This DPA shall stay in effect for three years. Exhibit E will expire 3 years from the date the original DPA
was signed.

5. The services to be provided by Provider to LEA pursuant to this DPA are detailed in Exhibit “A” {the
“Services”).

6. Notices. All notices or other communication required or permitted to be given hereunder may be given
via e-mail transmission, or first-class matil, sent to the designated representatives below.



The designated representative for the LEA for this DPA is:

Tara Brown Director of Student Services
Name: Title:
1651 16 TH STREET, SANTA MONICA, CA 90404
Address:
Phone: 310-450-8338 Email: tbrown@SMMUSD.ORG

The designated representative for the Provider for this DPA is:

Name: Michael Anvar Title: CEO
Address: 12021 Wilshire Blvd. #745 Los Angeles, CA 90025
Phone: 818-625-1301 Email: manvar@mydoctornow.net

IN WITNESS WHEREOF, LEA and Provider execute this DPA as of the Effective Date.

LEA: SANTA MONICA MALBIU UNIFIED SCHOOL DIiSTRICT

Digitally signed by Tara Brown
By: Tara Brown " Date; 2021.08.18 08:58:00 -07'00" Date: 8/18/2021
Printed Name: Tara Brown Title/Position: Director of Student Services
PROVIDER: DoctorNow
By: ; 5 ] 'V: Ei?lz:':!i::?%zz“?;:;f com. ¢S Date: 8/1 3/2021

Michael Anvar CEO

Printed Name: Title/Position:




STANDARD CLAUSES
Version 3.0

ARTICLE I: PURPOSE AND SCOPE

1, Purpose of DPA. The purpose of this DPA Is to describe the duties and responsibilities to protect Student
Data including compliance with alf applicable federal, state, and local privacy laws, rules, and regulations,
alt as may be amended from time to time, In performing these services, the Provider shali be considered
a School Official with a legitimate educational interest, and performing services otherwise provided by
the LEA. Provider shall be under the direct control and supervision of the LEA, with respect to its use of
Student Data

2. Student Data to Be Provided. In order to perform the Services described above, LEA shall provide
Student Data as identified in the Schedule of Data, attached hereto as Exhibit “B”,

3. DPA Definitions, The definition of terms used in this DPA is found in Exhibit “C”, In the event of a conflict,
definitions used in this DPA shall prevail over terms used in any other writing, including, but not limited
to the Service Agreement, Terms of Service, Privacy Policies etc.

ARTICLE ll: DATA OWNERSHIP AND AUTHOR{ZED ACCESS

1. Student Data Property of LEA. All Student Data transmitted to the Provider pursuant to the Service
Agreement is and will continue to be the property of and under the control of the LEA. The Provider
further acknowledges and agrees that all copies of such Student Data transmitted to the Provider,
including any modifications or additions or any portion thereof from any source, are subject to the
provisions of this DPA in the same manner as the original Student Data. The Parties agree that as between
them, all rights, including all intellectual property rights in and to Student Data contemplated per the
Service Agreement, shall remain the exclusive property of the LEA. For the purposes of FERPA, the
Provider shall be considered a School Official, under the control and direction of the LEA as it pertains to
the use of Student Data, notwithstanding the above.

2. Parent Access. To the extent required by law the LEA shali establish reasonable procedures by which a
parent, legal guardian, or eligible student may review Education Records and/or Student Data correct
erroneous information, and procedures for the transfer of student-generated content to a personal
account, consistent with the functionality of services. Provider shall respond in a reasonably timely
manner (and no later than forty five (45) days from the date of the request or pursuant to the time frame
required under state law for an LEA to respond to a parent or student, whichever is sooner} to the LEA’s
request for Student Data in a student’s records held by the Provider to view or correct as necessary. In
the event that a parent of a student or other individual contacts the Provider to review any of the Student
Data accessed pursuant to the Services, the Provider shall refer the parent or individual to the LEA, who
will follow the necessary and proper procedures regarding the requested information.

3. Separate Account. If Student-Generated Content is stored or maintained by the Provider, Provider shall,
at the request of the LEA, transfer, or provide a mechanism for the LEA to transfer, said Student-
Generated Content to a separate account created by the student.




5.

Law Enforcement Reduests. Should law enforcement or other government entities (“Requesting
Party(ies)”) contact Provider with a request for Student Data held by the Pravider pursuant to the Services,
the Provider shall notify the LEA in advance of a compelled disclosure to the Requesting Party, unless
lawfully directed by the Requesting Party not to inform the LEA of the request.

Subprocessors. Provider shall enter into written agreements with all Subprocessors performing functions
for the Provider in order for the Provider to provide the Services pursuant to the Service Agreement,
whereby the Subprocessors agree to protect Student Data in a manner no less stringent than the terms
of this DPA.

ARTICLE lll: DUTIES OF LEA

Provide Data in Compliance with Applicable Laws. LEA shall provide Student Data for the purposes of
obtaining the Services in compliance with all applicable federal, state, and local privacy laws, rules, and
regulations, all as may be amended fram time to time.

Annua! Notification of Rights. If the LEA has a policy of disclosing Education Rrecords and/or Student
Data under FERPA (34 CFR § 99.31(a)(1)}, LEA shall include a specification of criteria for determining who
constitutes a school official and what constitutes a legitimate educational interest in its annual
notification of rights.

Reasonable Precautions. LEA shall take reasonable precautions to secure usernames, passwords, and
any other means of gaining access to the services and hosted Student Data.

Unauthorized Access Notification. LEA shali notify Provider promptly of any known unauthorized access.
LEA will assist Provider in any efforts by Provider to investigate and respond to any unauthorized access.

ARTICLE IV: DUTIES OF PROVIDER

Privacy Compliance. The Provider shall comply with all applicable federal, state, and local laws, rules, and
regulations pertaining to Student Data privacy and security, all as may be amended from time to time.

Authorized Use. The Student Data shared pursuant to the Service Agreement, including persistent unique
identifiers, shall be used for no purpose other than the Services outlined in Exhibit A or stated in the
Service Agreement and/or otherwise authorized under the statutes referred to herein this DPA.

Provider Employee Obligation. Provider shall require all of Provider's employees and agents who have
access to Student Data to comply with all applicable provisions of this DPA with respect to the Student
Data shared under the Service Agreement. Provider agrees to require and maintain an appropriate
confidentiality agreement from each employee or agent with access to Student Data pursuant to the
Service Agreement,

No Disclosure, Provider acknowledges and agrees that it shalf not make any re-disclosure of any Student
Data or any portion thereof, inctuding without limitation, user content or other non-public information
and/or personally identifiable information contained in the Student Data other than as directed or
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permitted by the LEA or this DPA. This prohibition against disclosure shall not apply to aggregate
surnmaries of De-ldentified information, Student Data disclosed pursuant to a lawfully issued subpoena
or other legal process, or to subprocessors performing services on behalf of the Provider pursuant to this
DPA. Provider will not Selt Student Data to any third party.

De-ldentified Data: Provider agrees not to attempt to re-identify de-identified Student Data. De-ldentified
Data may be used by the Provider for those purposes allowed under FERPA and the following purposes:
(1) assisting the LEA or other governmental agencies in conducting research and other studies; and (2)
research and development of the Provider's educational sites, services, or applications, and to
demonstrate the effectiveness of the Services; and (3) for adaptive learning purpase and for customized
student learning. Provider's use of De-ldentified Data shall survive termination of this DPA or any request
by LEA to return or destroy Student Data. Except for Subprocessors, Provider agrees not to transfer de-
identified Student Data to any party unless {a) that party agrees in writing not to attempt re-identification,
and (b) prior written notice has been given to the LEA who has provided prior written consent for such
transfer. Prior to publishing any document that names the LEA explicitly or indirectly, the Provider shall
obtain the LEA’s written approval of the manner in which de-identified data is presented.

Disposition of Data. Upon written request from the LEA, Provider shall dispose of or provide a mechanism
for the LEA to transfer Student Data obtained under the Service Agreement, within sixty (60} days of the
date of sald request and according to a schedule and procedure as the Parties may reasonably agree.
Upon termination of this DPA, if no written request from the LEA is received, Provider shall dispose of alf
Student Data after providing the LEA with reasonable prior notice. The duty to dispose of Student Data
shall not extend to Student Data that had been De-ldentified or placed in a separate student account
pursuant to section I 3. The LEA may employ a “Directive for Disposition of Data” form, a copy of which
is attached hereto as Exhibit “D”. if the LEA and Provider employ Exhibit “D,” no further written request
or notice is required on the part of either party prior to the disposition of Student Data described in Exhibit
“D.

Advertising Limitations. Provider is prohibited from using, disclosing, or selling Student Datato {a) inform,
influence, or enable Targeted Advertising; or (b} develop a profile of a student, family member/guardian
or group, for any purpose other than providing the Service to LEA. This section does not prohibit Provider
from using Student Data (i} for adaptive’learning or customized student learning (including generating
personalized learning recommendations); or {ii} to make product recommendations to teachers or LEA
employees; or (ifi) to notify account holders about new education product updates, features, or services
or from otherwise using Student Data as permitted in this DPA and its accompanying exhibits

ARTICLE V: DATA PROVISIONS

Data Storage. Where required by applicable taw, Student Data shall be stored within the United States.
Upon reguest of the LEA, Provider will provide a list of the locations where Student Data is stored.

Audits. No more than once a year, or following unauthorized access, upon receipt of a written request
from the LEA with at jeast ten (10} business days’ notice and upon the execution of an appropriate
confidentiality agreement, the Provider will allow the LEA to audit the security and privacy measures that
are in place to ensure protection of Student Data or any portion thereof as it pertains to the delivery of
services to the LEA . The Provider will cooperate reasonably with the LEA and any local, state, or federal
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agency with oversight authority or jurisdiction in connection with any audit or investigation of the Provider
and/or delivery of Services to students and/or LEA, and shall provide reasonable access to the Provider’s
facilities, staff, agents and LEA’s Student Data and all records pertaining to the Provider, LEA and delivery
of Services to the LEA. Failure to reasonably cooperate shall be deemed a material breach of the DPA,

Data Security. The Provider agrees to utilize administrative, physical, and technical safeguards designed
to protect Student Data from unauthorized access, disclosure, acguisition, destruction, use, or
modification. The Provider shalt adhere to any applicable law relating to data security. The provider shall
implement an adequate Cybersecurity Framework based on one of the nationally recognized standards
set forth set forth in Exhibit “F”. Exclusions, variations, or exemptions to the identified Cybersecurity
Framework must be detailed in an attachment to Exhibit “H”. Additionally, Provider may choose to
further detail its security programs and measures that augment or are in addition to the Cybersecurity
Framework in Exhibit “F”. Provider shall -provide, in the Standard Schedule to the DPA, contact
information of an employee who LEA may contact if there are any data security concerns or guestions.

Data Breach. In the event of an unauthorized retease, disclosure or acquisition of Student Data that
compromises the security, confidentiality or integrity of the Student Data maintained by the Provider the
Provider shall provide notification to LEA within seventy-two {72) hours of confirmation of the incident,
unless notification within this time limit would disrupt investigation of the incident by law enforcement.
In such an event, notification shall be made within a reasonable time after the incident. Provider shall
follow the following process:

(1} The security breach notification described above shall include, at a minimum, the following
information to the extent known by the Provider and as it becomes available:

i. The name and contact information of the reporting LEA subject to this section.

ii. A list of the types of personal information that were or are reasonably believed to have
been the subject of a breach.

iii. If the information is possible to determine at the time the notice is provided, then either
(1) the date of the breach, (2) the estimated date of the breach, or (3) the date range
within which the breach occurred. The notification shall also include the date of the
notice.

iv. Whether the notification was delayed as a result of a law enforcement investigation, if
that information is possible to determine at the time the notice is provided; and

v. A general description of the breach incident, if that information is possibie to determine
at the time the notice is provided.

{2) Provider agrees to adhere to all federal and state requirements with respect to a data breach
related to the Student Data, including, when appropriate or required, the required responsibilities
and procedures for notification and mitigation of any such data breach.

{3) Provider further acknowledges and agrees to have a written incident response plan that reflects
best practices and is consistent with industry standards and federal and state faw for responding
to a data breach, breach of security, privacy incident or unauthorized acquisition or use of Student
Data or any portion thereof, including personally identifiable information and agrees to provide
LEA, upon request, with a summary of said written incident response plan.



{4} LEA shall provide notice and facts surrounding the breach to the affected students, parents or
guardians.

(5) In the event of a breach originating from LEA’s use of the Service, Provider shall cooperate with
LEA to the extent necessary to expeditiously secure Student Data.

ARTICLE VI: GENERAL OFFER OF TERMS

Provider may, by signing the attached form of “General Offer of Privacy Terms” (General Offer, attached hereto
as Exhibit “E"), be bound by the terms of Exhibit “E” to any other LEA who signs the acceptance on said Exhibit.
The form is limited by the terms and conditions described therein.
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ARTICLE VIi: MISCELLANEOUS

Termination. In the event that either Party seeks to terminate this DPA, they may do so by mutual written
consent so long as the Service Agreement has lapsed or has been terminated. Either party may terminate
this DPA and any service agreement or contract if the other party breaches any terms of this DPA.

Effect of Termination Survival. If the Service Agreement is terminated, the Provider shall destroy all of
LEA’s Student Data pursuant to Article IV, section 6,

Priority of Agreements. This DPA shall govern the treatment of Student Data in order to comply with the
privacy protections, including those found in FERPA and all applicable privacy statutes identified in this
DPA. In the event there is conflict between the terms of the DPA and the Service Agreement, Terms of
Service, Privacy Palicies, or with any other bid/RFP, license agreement, or writing, the terms of this DPA
shall apply and take precedence. Inthe event of a conflict between Exhibit H, the SDPC Standard Clauses,
and/or the Supplemental State Terms, Exhibit H will control, followed by the Supplemental State Terms.
Except as described in this paragraph herein, all other provisions of the Service Agreement shall remain
in effect.

Entire Agreement. This DPA and the Service Agreement constitute the entire agreement of the Parties
relating to the subject matter hereof and supersedes all prior communications, representations, or
agreements, oral or written, by the Parties relating thereto. This DPA may be amended and the
observance of any provisian of this DPA may be waived (either generally or in any particuiar instance and
either retroactively or prospectively) only with the signed written cansent of both Parties. Neither failure
nor delay on the part of any Party in exercising any right, power, or privilege hereunder shalt operate as a
walver of such right, nor shall any single or partial exercise of any such right, power, or privilege preclude
any further exercise thereof or the exercise of any other right, power, or privilege.
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9.

Severability. Any provision of this DPA that is prohibited or unenforceable in any jurisdiction shall, as to
such jurisdiction, be ineffective to the extent of such prohibition or unenforceability without invalidating
the remaining provisions of this DPA, and any such prohibition or unenforceability in any jurisdiction shafl

. not invalidate or render unenforceable such provision in any other jurisdiction. Notwithstanding the

foregoing, if such provision could be more narrowly drawn so as not to be prohibited or unenforceable in
such jurisdiction while, at the same time, maintaining the intent of the Parties, it shall, as to such
jurisdiction, be so narrowly drawn without invalidating the remaining provisions of this DPA or affecting
the validity or enforceability of such provision in any other jurisdiction.

Governing Law; Venue and Jurisdiction. THIS DPA WILL BE GOVERNED BY AND CONSTRUED IN
ACCORDANCE WITH THE LAWS OF THE STATE OF THE LEA, WITHOUT REGARD TO CONFLICTS OF LAW
PRINCIPLES. EACH PARTY CONSENTS AND SUBMITS TO THE SOLE AND EXCLUSIVE JURISDICTION TO THE
STATE AND FEDERAL COURTS FOR THE COUNTY OF THE LEA FOR ANY DISPUTE ARISING OUT OF OR
RELATING TO THIS DPA OR THE TRANSACTIONS CONTEMPLATED HEREBY.

Successors Bound: This DPA is and shall be binding upon the respective successors in interest to Provider
in the event of a merger, acquisition, consolidation or other business reorganization or sale of ail or
substantially alf of the assets of such business In the event that the Provider sells, merges, or otherwise
disposes of its business to a successor during the term of this DPA, the Provider shall provide written
notice to the LEA no later than sixty (60) days after the closing date of sale, merger, or disposal. Such
notice shall include a written, sighed assurance that the successor will assume the obligations of the DPA
and any obligations with respect to Student Data within the Service Agreement. The LEA has the authority
to terminate the DPA if it disapproves of the successor to whom the Provider is selfling, merging, or
otherwise disposing of its business.

Authority. FEach party represents that it is authorized to bind to the terms of this DPA, including
confidentiality and destruction of Student Data and any portion thereof contained therein, all related or
associated institutions, individuals, employees or contractors who may have access to the Student Data
and/or any portion thereof,

Waiver. No delay or omission by either party to exercise any right hereunder shall be construed as a
waiver of any such right and both parties reserve the right to exercise any such right from time to time,
as often as may be deemed expedient.



EXHIBIT “A”
DESCRIPTION OF SERVICES

DoctorNow is both a Medical Group and Clinical Laboratory, providing Covid-19 testing.

DoctorNow to charge $0.25 per test but no greater than $5,500 per month to be used for
various Covid testing expenses.
Contract dates: 8/23/2021 - 12/31/2021

COVID-19 testing services for the following locations / staff:
CDS Site staff, FUD staff, John Adams Middle School, Lincoln Middle School,
Santa Monica High School, Special Ed. Preschool staff and respective
Music Teacher staff.



Application Technology
Meta Data

EXHIBIT “B”
SCHEDULE OF DATA

1R Addresses-ef users, Use of cookies-etc.

Otherapplication-technology-meta-data~-Pleasespecify:

Application Use Statistics

Assessment

Attendance

Communications

Conduct

Demographics

Date of Birth

Placeof Birth

Gender

Insurance Info &
Other Pertinent
Medical Information

Enroliment

Studentschoslenroliment

Studentgradelovel

Homeroem

Guidancacounselor

Specificcurriculum-programs

¥Yearofgraduation

Parent/Guardian Contact
Information

Address

Email

Phone

AN




Parent/Guardian iD

ParentlD-number{created-te-lnk-parentsto-students}

Parent/Guardian Name

First and/or Last

Schedule

Student-scheduledcourses

Teachernames

Special Indicator

Enalichd : e :

Low ihcome status

Medical alerts/ health data

: oabilitving :

cmocinlizad educat] rcas {IEP-or 50

[]

Living situations g :

Sthorind 3 Ty ™

Student Contact
information

Address

Email

Phone

NS

Student ldentifiers

Local{School district L

State-lD-number

Crovider/Anm sl :

Studentapp-username

Student-app-passwords

Student Name

First and/or Last

Student In App
Performance

Student Program

Membership gr-participate-in
Student Surve . .

Y Student responses to surveys or questionnaires
Responses

NN

Student work

Studentgenerated-contentwriting pictures ete.

QOther student-werk-data--Rlease-spacify:

Transcript




Transportation

Student bus-card1Dnumber

5 oo pl ™

Other

Please list each additional data element used, stored, or
collected by your application:

Heaith
Insurance
Information,
Authorization
and Consent
forms,
pertinent
medical
information

None




EXHIBIT “C”
DEFINITIONS

De-identified Data and De-ldentification: Records and information are considered to be de-identified when all
personaily identifiable information has been removed or obscured, such that the remaining information does not
reasonably identify a specific individual, including, but not limited to, any information that, alone or in
combination is linkable to a specific student and provided that the educational agency, or other party, has made
a reasonable determination that a student’s identity is not personally identifiable, taking into account reasonable
available information.

Educational Records: Educational Records are records, files, documents, and other materials directly related to a
student and maintained by the school or local education agency, or by a person acting for such school or local
education agency, including but not limited to, records encompassing all the material kept in the student’s
cumulative folder, such as general identifying data, records of attendance and of academic work completed,
records of achievement, and results of evaluative tests, health data, disciplinary status, test protocols and
individuatized education programs.

Metadata; means information that provides meaning and context to other data being collected; including, but not
limited to: date and time records and purpose of creation Metadata that have been stripped of all direct and
indirect identifiers are not considered Personally Identifiable Information.

Operator: means the operator of an internet website, online service, online application, or mobile application with
actual knowledge that the site, service, or application is used for K--12 school purposes. Any entity that operates
an internet website, online service, online application, or mobile application that has entered into a signed, written
agreement with an LEA to provide a service to that LEA shall be considered an "operator” for the purposes of this
section.

Originating LEA: An LEA who originally executes the DPA in its entirety with the Provider.

Provider: For purposes of the DPA, the term “Provider” means provider of digital educational software or services,
including cloud-based services, for the digital storage, management, and retrieval of Student Data. Within the DPA
the term “Provider” includes the term “Third Party” and the term “Operator” as used in applicable state statutes,

Student Generated Content: The term “student-generated content” means materials or content created by a
student in the services including, but not limited to, essays, research reports, portfolios, creative writing, music or
other audio files, photographs, videos, and account information that enables ongoing ownership of student
content,

School Official: For the purposes of this DPA and pursuant to 34 CFR § 99.31({b}, a School Official is a contractor
that: (1) Performs an institutional service or function for which the agency or institution would otherwise use
empioyees; {2} Is under the direct control of the agency or institution with respect to the use and maintenance of
Student Data including Education Records; and (3) Is subject to 34 CFR § 99,33(a) governing the use and re-
disclosure of personaily identifiable information from Education Records.

Service Agreement: Refers to the Contract, Purchase Order or Terms of Service or Terms of Use.

Student Data: Student Data includes any data, whether gathered by Provider or provided by LEA or its users,
students, or students’ parents/guardians, that is descriptive of the student including, but not limited to,

F190353v1



information in the student’s educational record or email, first and last name, birthdate, home or other physical
address, telephone number, email address, or other information allowing physical or online contact, discipline
records, videos, test results, special education data, juvenile dependency records, grades, evaluations, criminal
records, medical records, health records, social security numbers, biometric information, disabilities,
socioeconomic information, individual purchasing behavior or preferences, food purchases, political affiliations,
religious information, text messages, documents, student identifiers, search activity, photos, voice recordings,
geolocation information, parents’ names, or any other information or identification number that would provide
information about a specific student. Student Data includes Meta Data. Student Data further includes “personally
identifiable information (PI1),” as defined in 34 C.F.R. § 99.3 and as defined under any applicable statelaw. Student
Data shall constitute Education Records for the purposes of this DPA, and for the purposes of federal, state, and
local laws and regutations. Student Data as specified in Exhibit “B” is confirmed to be collected or processed by
the Provider pursuant to the Services. Student Data shall not constitute that information that has been
anonymized or de-identified, or anonymous usage data regarding a student’s use of Provider’s services.

Subscribing LEA: An LEA that was not party to the original Service Agreement and who accepts the Provider’s
General Offer of Privacy Terms.
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EXHIBIT “D”
DIRECTIVE FOR DiISPOSITION OF DATA

SANTA MONICA MALBIU UNIFIED SCHOOL DISTRICT Provider to dispose of data obtained by Provider
pursuant to the terms of the Service Agreement between LEA and Provider. The terms of the Disposition are
set forth below:
1. Extent of Disposition

Disposition is partial. The categories of data to be disposed of are set forth below or are found in

an attachment to this Directive:

|:| [insert categories of data here}
_L__ Disposition is Complete. Disposition extends to all categories of data.

2. Nature of Disposition
va  Disposition shall be by destruction or deletion of data.
| Disposition shall be by a transfer of data. The data shall be transferred to the following site as

folows:
finsert or attach special instructions]

3. Schedule of Disposition
Data shalLhedisposed of by the following date:
/ As soon as commercially practicable.

| By
4, Signature
* Digitaly signed by Tara Brown
Ta ra B FOWNN - pate: 2021.08.18 0a:59:04 -0700° 8/18/2021
Authorized Representative of LEA Date

5. Verification of Disposition of Data

Digitafly signac by Michasl Anvar
.. ON: co=Michael Anvar. o, ou,
. smeli=michaelenvar@gmaiteem, c=ts

" Date: 2021.08.16 23:00:17 -O7'00"

Authorized Representative of Company Date
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EXHIBIT “E”
GENERAL OFFER OF PRIVACY TERMS
1. Offer of Terms

Provider offers the same privacy protections found in this DPA between it and
SANTA MONICA MALBIU UNIFIED SCHOOL DISTRICT

{“Originating LEA”} which is dated 8/13/2021 , to any other LEA (“Subscribing LEA”) who accepts this
General Offer of Privacy Terms (“General Offer”} through its signature below. This General Offer shall
extend only to privacy protections, and Provider's signature shall not necessarily bind Provider to other
terms, such as price, term, or schedule of services, or to any other provision not addressed in this DPA. The
Provider and the Subscribing LEA may also agree to change the data provided by Subscribing LEA to the Provider
to suit the unique needs of the Subscribing LEA, The Provider may withdraw the General Offer in the event of:
(1) a material change in the applicable privacy statues; {2) a material change in the services and products
listed in the originating Service Agreement; or three (3) years after the date of Provider’s signature to this
Form. Subscribing LEAs should send the signed Exhibit “E” to Provider at the following email address:

manvar@mydoctornow.net
PROVIDER: Dactorhow

,5;4__ : B ity Uit b 8/13/2021
BY: R ity Date:

, i , . CEO
Printed Name: Michael Anvar Title/Position:

2. Subscribing LEA

A Subscribing LEA, by signing a separate Service Agreement with Provider, and by its signature below, accepts the
General Offer of Privacy Terms. The Subscribing LEA and the Provider shall therefore be bound by the same
terms of this DPA for the term of the DPA between the SANTA MONICA MALBIU UNIFIED SCHOOL DISTRICT

and the Provider, **PRIOR TO ITS EFFECTIVENESS, SUBSCRIBING LEA MUST DELIVER NOTICE OF ACCEPTANCE
TO PROVIDER PURSUANT TO ARTICLE VII, SECTION 5, **

LEA: SANTA MONICA - MALIBLI UNIFIED SCHOO! DISTRICT

BY:
Tara Brown o oo momsss 8/18/2021
L re Date:
Tara Brown Director of Student Services

Title/Position:
Santa Monica-Malibu Unified School District

Printed Name:

SCHOOL DISTRICT NAME:

DESIGNATED REPRESENTATIVE OF LEA:

. Tara Brown
Name:
Title: Director of Student Services
Address: 1651 16th Street, Santa Monica, CA 90404

310-450-8338 ext 70217

tbrown@smmusd.org

Telephaone Number:

Email:
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EXHIBIT “F”
SMMUSD DATA SECURITY REQUIREMENTS

Adequate Cybersecurity Frameworks
2/24/2020

The Education Security and Privacy Exchange (“Edspex”)} works in partnership with the Student Data Privacy
Consortium and industry leaders to maintain a list of known and credible cybersecurity frameworks which can
protect digital learning ecosystems chosen based on a set of guiding cybersecurity principles* (“Cybersecurity
Frameworks”) that may be utilized by Provider .

Cybersecurity Frameworks

MAINTAINING ORGANIZATION/GROUP FRAMEWORK(S)

National Institute of Standards and NIST Cybersecurity Framework Version 1.1
Technology

National Institute of Standards and NIST SP 800-53, Cybersecurity Framework for
Technology Improving Critical Infrastructure Cybersecurity

{CSF), Special Publication 800-171

International Standards Organization Information technology — Security techniques
— Information security management systems
(1SO 27000 series)

Secure Controts Framework Council, LLC Security Controls Framework (SCF)

Center for internet Security CIS Critical Security Controls (CSC, CIS Top 20)

Office of the Under Secretary of Defense for | Cybersecurity Maturity Modet Certification
Acquisition and Sustainment {OUSD{A&S)) {CMMC, ~FAR/DFAR)

L0 O ) O | O

Please visit http://www.edspex.org for further details about the noted frameworks.
*Cybersecurity Principles used to choose the Cybersecurity Frameworks are located here
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EXHIBIT “G”
Supplemental SDPC State Terms for California

Version 1.0

This Amendment for SDPC State Terms for California (“Amendment™) is entered into on the
date of full execution (the “Effective Date’”) and is incorporated into and made a part of the
Student Data Privacy Agreement (“DPA”) by and between:

SANTA MONICA MALEBIU UNIFIED SCHOOL DISTRICT Iocated at 1651 16th Street, Santa Monica, CA 90404

(the “Local Education Agency” or “LEA”) and

DoctorNow , located at 9335 Reseda Blvd. Suite 100A Northridge, CA 91324

(the “Provider”).
All capitalized terms not otherwise defined herein shall have the meaning set forth in the DPA,

WHEREAS, the Provider is providing educational or digital services to LEA, which
services include: (a) cloud-based services for the digital storage, management, and retrieval of
pupil records; and/or (b) digital educational software that authorizes Provider to access, store, and
use pupil records; and

WHEREAS, the Provider and LEA recognize the need to protect personally identifiable
student information and other regulated data exchanged between them as required by applicable
laws and regulations, such as the Family Educational Rights and Privacy Act (“FERPA™) at 20
U.S.C. § 1232¢ (34 C.F.R. Part 99); the Protection of Pupil Rights Amendment (“PPRA”) at 20
U.S.C. §1232h; and the Children’s Online Privacy Protection Act (“COPPA™) at I5U.S.C. §
6501-6506 (16 C.F.R. Part 312), accordingly, the Provider and LEA have executed the DPA,
which establishes their respective obligations and duties in order to comply with such applicable
laws; and

WHEREAS, the Provider will provide the services to LEA within the State of California
and the Parties recognizes the need to protect personally identifiable student information and other
regulated data exchanged between them as required by applicable California laws and regulations,
such as the Student Online Personal Information Protection Act (“SOPTPA”™) at California Bus. &
Prof. Code § 22584, California Assembly Bill 1584 (“AB 1584) at California Education Code
section 49073.1; and other applicable state privacy laws and regulations; and

WHEREAS, the Provider and LEA desire to enter into this Amendment for the purpose of
clarifying their respective obligations and duties in order to compiy with applicable California state
laws and regulations.

NOW, THEREFORE, for good and valuable consideration, LEA and Provider agree as follows:

1. Term. The term of this Amendment shall expire on the same date as the DPA, unless
otherwise terminated by the Parties.

2. Modification to Article IV, Section 7 of the DPA. Article 1V, Section 7 of the DPA
(Advertising Limitations) is amended by deleting the stricken text as follows:




Provider is prohibited from using, disclosing, or selling Student Data to (a) inform,
influence, or enable Targeted Advertising; or (b) develop a profile of a student, family
member/guardian or group, for any purpose other than providing the Service to LEA. This
section does not prohibit Provider from using Student Data ¢ for adaptive learning or
customized student learning (including generating personalized learning

recommendationsk%{ﬁ%&mﬂ@@ed%&we&nmmd&&e&s%e%eaehe&ep&%

er-serviees or from othenwse using Student Data as pelmltted in this DPA and its
accompanying exhibits,

[SIGNATURES BELOW]

IN WITNESS WHEREQF, LEA and Provider execute this Amendment as of the Effective Date.

LEA:_SANTA MONICA MALBIU UNIFIED SCHOOL DISTRICT

Digitaily signed by Tara Brown

py: _lara Brown oizsiosore Date: 8/18/2021

Printed Name: Tara Brown Title/Position: Director of Student Services
Provider: DoctorNow

By: 7% f EE%??%XZ%E;;};‘Z”S Date: 8/13/2021

Printed Name: Michael Anvar Title/Position: CEO




	8. Indemnification.  In lieu of insurance coverage, Contractor agrees to defend, indemnify and hold harmless the Santa Monica-Malibu Unified School District, its officers, agents, employees, elected and appointed officials, and volunteers from and aga...
	9. Insurance.
	a. General Liability Insurance. During the entire Term of the Agreement and any extension or modification thereof, Contractor shall maintain insurance or a program of self-insurance acceptable to the District in its sole discretion, providing general ...
	b. Professional Liability/Errors and Omissions.  During the entire Term of the Agreement and any extension or modification thereof, Contractor shall maintain insurance acceptable to the District in its sole discretion, to cover Contractor’s activities...
	c. Automotive (Owned and Non-Owned).  During the entire Term of the Agreement and any extension or modification thereof, Contractor shall maintain insurance acceptable to the District in its sole discretion, to cover Contractor’s activities with a min...
	d. Cyber Liability Insurance and Indemnity.  Contractor shall obtain and maintain for the Term of this Agreement Cyber Liability Insurance with limits of not less than Two Million Dollars ($2,000,000) aggregate including but not limited to coverage fo...
	e. No later than the Effective Date of the Agreement, Contractor shall provide District with a Certificate of Insurance and an original endorsement naming in Contractor’s Certificate Holder Section: “Santa Monica-Malibu Unified School District, its me...
	i. A provision for thirty (30) calendar days’ written notice to the District before cancellation, suspension, or reduction in coverage or limits.
	ii. The certificate shall also provide that the District’s self-insurance and insurance programs shall be non-contributory.
	iii. Insurance Certificate shall state the services and site to which the insurance coverage applies.

	f. Worker’s Compensation.  Contractor agrees to carry worker’s compensation insurance acceptable to the District in its sole discretion at a limit determined by the Labor Code of the State of California and Employer’s Liability insurance in the amount...

	10. Other Requirements.  All individuals under this Agreement are required to comply with and provide requisite documentation in accordance with all applicable law and District policies regarding tuberculosis testing, fingerprinting, and criminal back...
	11. Assignment of Agreement.  Contractor shall not assign, transfer, or subcontract any of its rights, burdens, duties, or obligations under the Agreement without the prior written permission of the District.
	12. Americans with Disabilities Act.  It is the policy of the District to comply with all relevant and applicable provisions of the Americans with Disabilities Act.  All organizations/individuals providing services under contract to the District must ...
	13. Anti-Discrimination.  The District’s Board has adopted an Affirmative Action Program for equal employment opportunities of all District contracts.  The Contractor shall familiarize itself with these requirements and is to consider them as a bindin...
	14. Governing Law.  The Parties agree that this Agreement is entered into and will be construed, interpreted, and governed by the laws of California, without regard to choice of laws principles.  Exclusive venue for any and all disputes, claims, or ac...
	15. Adherence to all Local, State, and Federal Requirements.
	a. The Contractor shall adhere to all applicable federal, state, and local laws, codes, and ordinances, including but not limited to those promulgated by California Division of Occupational Safety and Health (“Cal/OSHA”), Occupational Safety and Healt...
	b. In accordance with applicable laws and regulations and the Student Data Privacy Agreement entered into between the Parties, Contractor agrees:
	i. Contractor shall maintain personally identifiable student information and other regulated data only to the extent necessary to provide the services during the Term of the Agreement.
	ii. Contractor shall not personally, nor permit any subcontractor or sub-processor to, monetize or mine any personally identifiable student information and other regulated data in any manner whatsoever.
	iii. Any and all labs, subcontractors, and sub-processors employed by Contractor shall comply with the terms of this Agreement.


	16. Alcohol-Free, Drug-Free, and Smoke-Free Facilities.  The District has declared that it is in the best interest of the District, its students and employees, and the public, to prohibit the use of alcohol, illegal drugs, and tobacco products within ...
	17. Termination of Agreement. The Parties may terminate the Agreement at any time for any reason including, but not limited to, loss of funding for the Agreement.  The termination of Agreement shall be in writing, with thirty (30) days’ notice.  The D...
	18. Prevailing Wages.  The Contractor and any subcontractor shall not pay less than the specified prevailing rates of wages to all workers employed by them in the execution of the Agreement as required by law.
	19. Taxes.  Contractor shall be liable and solely responsible for paying all required taxes and other obligations including, but not limited to, federal and state income taxes and social security taxes payable in connection with the Agreement.  Contra...
	20. Head Start Project Requirement/Regulation.  Los Angeles County Office of Education Contract for Operation of Head Start / Early Head Start Program (C:12243;11:12).  17. ACCESS TO RECORDS/SITES.  LACOE, HHS, the Comptroller General of the United St...
	21. Post-Retirement Earnings.  I have read, understand, and will comply with Employing CalSTRS, Education Code section 22461, and CalPERS, Government Code section 21220, for retirees working as an independent contractor or as an employee of a third pa...
	If yes, Contractor will provide an Excel spreadsheet at time of invoicing with the following information:
	22. Additional Documents.  Each of the Parties hereto agrees to execute such other documents as may be reasonably necessary to effectuate the purposes of this Agreement.
	23. Access to Books and Records.
	a. To the extent required by applicable law, Contractor shall keep and maintain records, books of account, and other data (but excluding any and all samples that are the subject of the services, whether tested in whole or in part) necessary for the pr...
	b. If the value or cost of services rendered by the Contractor pursuant to this Agreement is Ten Thousand Dollars ($10,000) or more over a twelve (12) month period, in accordance with section 1861(v)(1)(I) of the Social Security Act, if applicable, Co...
	c. The Parties recognize that as a public agency, the District may be compelled to produce records according to the California Public Records Act (Government Code Section 6250 et seq.) (“PRA”) or other applicable local, state, or federal law (“Public ...

	24. Referrals.  The Parties acknowledge that none of the benefits granted to District, Contractor, or any third party, including any physician, are conditioned on any requirement that District or any such third party make referrals to, be in a positio...
	25. Notices.  All notices and other communications given hereunder will be in writing. Notices will be effective when delivered, if delivered personally. Otherwise, they will be effective when sent to the Parties at the addresses listed below, as foll...
	IF TO CONTRACTOR:
	DoctorNow
	ATTN: Michael Anvar
	9335 Reseda Boulevard, Suite 100
	Northridge, CA 91324-2968
	Phone: (866) 215-7781
	Email: manvar@mydoctornow.net
	IF TO DISTRICT:
	Santa Monica-Malibu Unified School District
	ATTN: Mrs. Tara Brown
	Director of Student Services
	1651 16th Street
	Santa Monica, CA 90404
	Phone: (310) 450-8338 ext. 70217
	Email: tbrown@smmusd.org
	Any person or entity may change the address or number to which notices are to be delivered to him, her or it by giving the other persons or entities named above notice of the change in the manner set forth above:
	26. Headings.  The headings contained in this Agreement are for reference purposes only and will not affect the meaning or interpretation of this Agreement.
	27. Severability.  If any provision of this Agreement is held invalid or unenforceable by any court of competent jurisdiction, the other provisions of this Agreement will remain in full force and effect.  Any provision of this Agreement held invalid o...
	28. Force Majeure.  No liability hereunder will result to either Party by reason of delay or inability in performance caused by circumstances beyond its reasonable control, including, without limitation, acts of God, acts of governmental authority, fi...
	29. Entire Agreement.  This Agreement and its Exhibits hereto constitute the complete agreement between the Parties with respect to the subject matter hereof, superseding and replacing all prior agreements, communications, and understandings (written ...
	30. Amendments; Modifications.  Any amendments, modifications, or changes to this Agreement or the services hereunder may only be made if agreed to in writing and executed by the authorized representatives of the Parties.
	31. Construction.  The Parties have participated mutually in the negotiation and drafting of this Agreement.  In the event that an ambiguity or question of intent or interpretation arises, this Agreement shall be construed as if drafted mutually by th...
	32. Counterparts.  This Agreement may be executed in one or more counterparts, each of which will be deemed an original and all of which, when taken together, will constitute one and the same instrument.
	33. Authority to Enter into Agreement.  Each Party hereby represents and warrants that it has the power and authority to enter into this Agreement.
	34. District Board Approval.  The Agreement shall become effective upon approval or ratification by the District’s Board of Education.
	IN WITNESS WHEREOF, the Parties have executed this Amendment as of the Effective Date.
	EXHIBIT “A”
	Contractor’s Services and Procedures
	1. Contractor’s services under the Agreement shall include:
	a. General Protocols and Procedures.
	i. Contractor shall perform the services in a manner consistent with that degree of care, skill, and diligence as is ordinarily exercised by a professional laboratory testing contractor under similar conditions and circumstances, and each individual w...
	ii. In performing the services, Contractor will be responsible for the professional quality, technical accuracy, completeness, and coordination of all tests, analyses, and reports performed, conducted, or prepared by or on behalf of Contractor as part...

	b. Number and Type of Tests.  Contractor shall provide all necessary supplies, shipping/logistics, sample processing, PPE, and professional collection services.  Contractor shall collect, test, and process PCR COVID-19 tests under the Agreement.  Cont...
	c. Testing Locations.  Contractor shall provide the COVID-19 testing services for the following locations/staff: CDS Site staff, FUD staff, John Adams Middle School, Lincoln Middle School, Santa Monica High School, Special Ed. Preschool staff and resp...
	d. Testing Requisition Form Requirements.  Participant must provide Contractor with all information expressly required for state reporting, including all information set forth in the SMMUSD Covid-19 Testing Program consent pages.  In the event that ad...
	e. Testing Procedures; Samples.
	i. Contractor will conduct a PCR COVID-19 test collected via either (i) an Anterior Nares nasal swab that is self-administered by the participant unless the Contractor is directed otherwise; or (ii) a saliva sample. Samples will be processed in Contra...
	ii. While in Contractor’s control or possession and while not undergoing testing, Contractor shall store all samples in accordance with Contractor’s policies in effect, which may be modified from time to time.
	iii. In accordance with applicable federal and state law, Contractor will retain all samples following completion of the relevant services for at least two (2) days, depending on the nature of the relevant services.  If District desires for Contractor...
	iv. District may request that Contractor re-perform any services completed, review the substance and accuracy of any related work product produced by or on behalf of Contractor hereunder, or correct any inaccuracies or errors in any such services and/...
	v. The Contractor may also be required to retain samples upon notification by a governing regulatory authority of its intent to undertake an investigation and/or inspection of the services being performed under this Agreement and/or the samples that a...
	vi. After the retention time set forth above has expired, Contractor shall retain sole responsibility for proper disposal of the samples.

	f. Reporting.  In accordance with applicable federal, state, and local laws, including but not limited to requirements set forth by the California Department of Public Health, Contractor and/or District shall provide required disclosures of a positive...
	g. Scheduling and Communications. Contractor and District will co-manage employee scheduling and communications.
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